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/WHAT IS CLAIMED IS: 
Interrupt driven value sampling 

1 T [ A method for value sampling for monitoring the performance of a program 

2 beir^executed on a computer system, comprising the steps of: 

3 executing the program on a computer system, the program having object code 

4 instructions; \ 

5 at intervals interrupting execution of the program, including delivering a first 

6 interrupt; and \ 

7 in responsato at least a subset of the first interrupts, storing at least one data 

8 value of interest in first database, the at least one data value of interest being 

C3 9 associated with a particular object code instruction of the program, the particular object 

Ip 10 code instruction being\executed by the computer, such that the program remains 

J! 11 unmodified. \ 

Cm 1 2. The method of claim 1 wherein the intervals are random intervals. 

— \ 

=H 1 3. The method of claim 1 wherein the intervals have a constant period. 

fU \ 

%Q 1 4. The method of claim 1 further comprising the step of: 

2 specifying an object code instruction of interest, and wherein the at least one 

3 data value of interest is associated with the specified object code instruction of interest. 

1 5. The method of claim 1 wherein the data value of interest is an operand. 

1 6. The method of claim 1 wherein the data value of interest is a result of the 

2 execution of the instruction. \ 

1 7. The method of claim 1 whereAthe particular object code instruction is 

2 associated with a memory address, the memory address being stored in a program 
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1 counter, and wherein said step of storing stores the associated memory address and 



the aMeast one data value of interest in the database. 

1 8v The method of claim 1 wherein the program includes object code 

2 instructions corresponding to a shared library, and said step of storing stores at least 

3 one data v&lue of interest associated with at least one object code instruction derived 

4 from the shared library. 

1 9. TVie method of claim 1 wherein the program includes object code 

2 instructions corresponding to at least one kernel instruction, and said step of storing 

3 stores at least on$ data value of interest associated with at least one kernel instruction. 

1 10. The method of claim 1 further comprising the step of: 

2 specifying a se\ of object code instructions of interest, and 

3 wherein said step of storing is performed only when the program is interrupted at 

4 a point associated with at least one of the set of object code instructions of interest. 

1 11. The method of claim 1 wherein said step of storing stores a current 

2 interrupt level. 

1 12. The method of cl^im 1 wherein said step of storing stores physical 

2 addresses for load and store ins\ructions to provide information about the number and 

3 sources of memory references 

1 13. The method of claim 1 Wherein said step of storing stores at least one 

2 data value that identifies the destination of at least one instruction that transfers control 

3 flow as the at least one data value of interest. 

1 14. The method of claim 13 wherein said at least one instruction that 

2 transfers control flow includes any of a conditional branch instruction, an unconditional 
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1 ^branch instruction, a jump instruction, a call subroutine instruction, or a subroutine 

2 return instruction, and the destination is identifed by an associated destination address. 



1 \l 5. The method of claim 1 3 wherein the at least one instruction is a 

2 conditional branch instruction, and the destination is identified by a bit. 

1 16. \ The method of claim 1 wherein said step of storing includes the steps of: 

2 identifying at least one issue block of instructions; 

3 interpreting the instructions of the at least one issue block; and 

4 storing a{ least one data value of interest associated with at least one interpreted 
fa% 5 instruction. 

O 1 17. The rtgethod of claim 16 wherein said step of storing stores the at least 

|fi 2 one data value of interest after interpreting each instruction of said at least one issue 

IZ 3 block. 

uj 1 18. The methciti of claim 16 wherein said step of interpreting emulates a 

Jy 2 machine language instruction set of the computer system. 

Si Pe \ 

1 19. The method onclaim 16 wherein the interpreter updates a state of the 

2 interrupted program as though each interpreted instruction had been directly executed 

3 by the computer system. 

1 20. The method of clair^ 16 wherein the interpreter interprets both kernel and 

2 user code. 



1 21 . The method of claim 1 (^wherein the interpreter does not execute 

2 particular instructions. 
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1 22. The method of claim 1 wherein the particular object code instruction is an 

2 interrupted instruction, the particular object code instruction being associated with a 

3 memory Address, and said step of storing includes the steps of: 

4 storing the memory address and the interrupted instruction; 

5 configuring a second interrupt to be delivered after a predetermined number of 

6 instructions a\e executed; and 

7 in response to the second interrupt, 

8 deactivating the second interrupt, and 

9 storing the memory address and the at least one data value of interest for 
10 the associated instruction in the first database. 



a 
en 



1 23. The method of claim 22 wherein the predetermined number of 

2 instructions is equal to a number of instructions of an issue block. 

1 24. The method of oJaim 1 wherein the particular object code instruction is an 

2 interrupted instruction, the particular object code instruction being associated with a 

3 memory address, and said step erf storing includes the steps of: 

4 storing the memory address^and a set of object code instructions including the 

5 interrupted instruction; 

6 configuring a second interrupt \$ be delivered after a predetermined number of 

7 instructions; and 

8 in response to the second interru|5t, 

9 deactivating the second interrupt, and 

10 storing the memory address aVl the at least one data value of interest for 

1 1 the interrupted instruction in the first database. 



1 25. The method of claim 24 further comprising the step of: 

2 analyzing the interrupted instruction to determine the at least one data value of 

3 interest to store in the first database. 
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^6. The method of claim 1 wherein the particular object code instruction is 
associated with a set of object code instructions, the set of object code instructions 
also including an interrupted instruction, the interrupted instruction also being 
associated with a memory address, and said step of storing includes the steps of: 

storing the memory address and the set of object code instructions including the 
interrupted instruction; 

configuring a second interrupt to be delivered after a predetermined number of 
events; and 

in response to the second interrupt, 

deactivating the second interrupt, and 

storingVhe memory address and the at least one data value of interest for 
at least one instruction of the set of object code instructions in the first database. 

27. The methoq of claim 26 wherein the set of object code instructions is an 
issue block. 

28. The method of\claim 26 wherein the predetermined number of events is a 
predetermined number of instruction executions. 

29. The method of claim 26 wherein the predetermined number of events is a 
predetermined number of clock cycles. 

30. The method of claim 1 \urther comprising the steps of: 

periodically storing the at least ^ne data value of interest of the first database in 
a second database. 

31 . The method of claim 30 furtlW comprising the step of: 
generating at least one value profile\or the at least one data value of interest in 

the second database. 
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1 a2. The method of claim 1 wherein the at least one data value of interest has 

2 a plurality of data values of interest, and said step of storing stores a tuple of the 

3 plurality of the data values of interest and a memory address in the first database. 

1 33. \ The method of claim 32 wherein one of the data values of interest is a 

2 particular dara value of interest and the tuple includes a count that is associated with 

3 the particular aata value of interest, and 

4 said step of storing further includes the steps of: 

5 identifying Vie particular data value of interest in the first database; and 

6 incrementingUhe count associated with the particular data value of interest. 

C3 1 34. The metnpd of claim 32 wherein the data values of interest stored in the 

*p 2 tuple include a value stored in a register specified by the interrupted instruction. 

jj;V 1 35. The method of claim 32 wherein the data values of interest stored in the 

£H 2 tuple include the value stored in a destination register specified by the instruction and 

£ \ 

□ 3 at least one other value stored\in another register. 

l Z 1 36. The method of claim 1 wherein the particular object code instruction is part 

\Q 2 of an issue block of instructions, anM said step of storing stores one or more data 

3 values of interest for one or more instructions of the issue block, the data values. of 

4 interest including a value of a register Specified by one of the instructions of the issue 

5 block, including a value stored in a return address register and a value stored in a 

6 memory location in a current stack frameX 

1 37. The method of claim 32, wherein one of the data values of interest is a 

2 particular data value of interest and the tuple Is a particular tuple having particular 

3 values of interest, the tuple also having a counrythat is associated with all the particular 

4 data values of interest of the particular tuple, anck 

5 said step of storing further includes the steps of: \ 
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1 identifying the particular tuple with the particular data values of interest in the 

2 first database based on the at least one data value of interest; and 

3 incrementing the count associated with the particular tuple when the at least one 

4 data value of interest is the same as the particular data values of interest of the 

5 particular tuj^le. 

1 38. The method of claim 1 wherein said step of storing stores a program 

2 counter value wMch invoked a function containing the profiled instruction and a value 

3 stored in a destination register as correlated values. 

1 39. The method of claim 1 wherein said step of storing stores a return 

Q 2 address which invokeaya function containing the profiled instruction and a value stored 

.p 3 in a destination register as correlated values, and further comprising the step of: 
\2 4 determining if the oprrelated values are already stored in the first database, and 

l*2 5 if so incrementing a counter associated with the correlated values, otherwise storing 

t R 6 the correlated values in the fifst database, whereby the correlated values represent a 

£3 7 profile of information to call sif^s. 

^ 1 40. The method of 1 further comprising the step of: 

%Q 2 optimizing the program of ocgect code instructions based on the at least one 

3 data value of interest. 

1 41 . The method of claim 1 wfterein the at least one data value of interest is 

2 context information, and said step of optimizing optimizes the program of object code 

3 instructions based on the context information. 



1 42. The method of claim 1 wherein\said step of storing stores a set of 

2 particular data values of interest for the partici>[ar object code instruction, and further 

3 comprising the steps of: 

4 generating another program of object cod A instructions from a set of object code 

5 instructions such that separate, specialized versions of object code are generated 
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1 whero at least one of the set of particular data values of interest has a predetermined 

2 amourit of invariance. 

1 4$. The method of claim 42 wherein the set of particular data values of 

2 interest include referenced addresses to a memory, and said step of generating 

3 another program of object code instructions generates object code instructions to 

4 prefetch instructions from at least one of the referenced addresses when the at least 

5 one of the referenced addresses has a high degree of invariance to decrease a 

6 latency of a memory reference. 



£3 



1 44. The method of claim 42 wherein the set of particular data values of 

2 interest include an expected value of an input value for a particular instruction, and said 

3 step of generating generates another program of object code instructions to execute 

4 the particular instruction using the expected value, and that generates object code 

5 instructions that determme an actual value of the input value for the particular 

6 instruction, and compare&the actual value to the expected value to determine whether 

7 the particular instruction was executed with an appropriate value. 



% 1 45. The method of claim 1 wherein said step of storing includes the step of: 

ti=r \ 

^3 2 applying a predeterminedVunction to the at least one data value of interest 

3 before the data value of interest isVstored in the first database. 

1 46. The method of claim 1 farther comprising the step of: 

2 identifying an instruction of interest having at least one operand; and 

3 said step of storing including the steps of: 

4 generating at least one projected Value from the at least one operand by 

5 applying a function to the at least one operand of the instruction of interest; and 

6 storing the at least one projected value in the first database. 



1 47. The method of claim 32, wherein one of the data values of interest is a 

2 particular data value of interest and the tuple is aparticular tuple having particular 
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values of interest, the tuple also storing a functional value, wherein the first database 
stores a set of tuples that are associated with different particular data values of interest 
associated with the particular object code instruction, 

tor the particular object code instruction, updating the functional value in the 
particular tuple based on the at least one data value of interest associated with the 
particular Object code instruction and at least one data value of interest of each tuple in 
the set of tuples. 

48. Tire method of claim 16 further including the steps of: 
receiving a\downloaded script; and 

wherein said step of storing includes the steps of: 

after interpreting one of the instructions, executing the downloaded script to 
determine and store th^at least one data value of interest. 

49. The method Vf 16 further including the steps of: 

receiving an interprerable program having interpretable instructions; 

receiving a downloaded script that causes a user-mode trap to be sent to the 
interpretable program; \ 

executing the interpretable\instructions with a virtual machine; and 

wherein said step of interpreting interprets said executing interpretable 
instructions, wherein said interruptedNjnstruction is derived from said interpretable 
instructions, and \ 

said step of storing includes the step of executing the downloaded script to 
cause a user-mode trap to be sent to said\nterpretable program whereby virtual 
machine specific context information may bqstored. 

50. The method of 16 further including the steps of: 
receiving a JAVA program having bytecooe instructions; 

receiving a downloaded script that causes k user-mode trap to be sent to the 
JAVA program; \ 

executing the bytecode instructions with a JA\AA virtual machine; and 
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lerein said step of interpreting interprets said executing bytecode instructions, 



wherein s^id interrupted instruction is derived from said bytecode instructions, and 
said\step of storing includes the step of executing the downloaded script to 
cause a useVmode trap to be sent to said JAVA program whereby JAVA virtual 
machine specific context information may be stored. 



1 51 . TheNriethod of claim 1 wherein said step of storing includes directly 

2 delivering the at leafet one data value of interest to the interrupted program. 

1 52. The method of claim 51 wherein said step of storing includes generating 

2 a user-mode interrupt to qeliver the at least one data value of interest to the interrupted 

3 program. 

1 53. The method of cl^im 51 wherein a portion of the object code instructions 

2 are executed in a kernel, and sai^l step of storing includes performing an upcall from 

3 the kernel to a user-mode handler\n the interrupted program to store the at least one 
C3 4 data value of interest. 

fU 

;S 1 54. The method of claim 1 whWein said step of storing includes the steps of: 

*5 2 identifying a process identifier associated with the program; and 

3 storing the at least one data value ofyinterest in a memory space associated with 

4 the process identifier such that only the program can access the at least one data 

5 value. 



1 55. The method of claim 1 wherein said step of storing includes the steps of: 

2 identifying access control identifiers associated with the program, particular ones 

3 of the access control identifiers also being associateaya particular user; and 

4 storing the at least one data value such that suck that only the particular user 

5 associated with the access control identifier can access ike at least one data value. 
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The method of claim 55 wherein the access control identifier includes at 
least one of\a process identifier, a user identifier and a group identifier. 
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1 57. "fthe method of claim 1 wherein said step of storing includes the steps of: 

2 identifying a group identifier associated with the program; and 

3 storing thaat least one data value of interest in a user space associated with the 

4 group identifier su&h that only a user associated with the group identifier can access 

5 the at least one data value. 



1 58. The metnod of claim 1 further comprising the steps of: 

2 storing the at least one data value of interest of the first database in a hotlist of 

3 most frequently occurringydata values, the hotlist storing a predetermined number of 

4 data values and a count associated with each data value. 



1 

2 



59. The method of claim 58 further comprising the step of encoding the 



hotlist. 



1 60. The method of clairA59 wherein said step of encoding encodes the hotlist 

2 by sorting at least a subset of the data values of the hotlist by the count. 

1 61 . The method of claim 59 wherein said step of encoding encodes the hotlist 

2 by reordering at least a subset of the data values of the hotlist such that the data 

3 values in the the at least one subset are s\pred in continguous memory locations. 

1 62. The method of claim 58 wherein said step of storing the at least one data 

r 2 value of interest of the first database stores th$ at least one data value of interest using 

3 a randomized technique. 



1 63. The method of claim of claim 62 wherein said step of storing the at least 

2 one data value of interest dynamically adapts between a first randomized technique 

3 and a second randomized technique. 
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1 \64. The method of claim 58 wherein said step of storing the at least one data 

2 value ofunterest of the first database in a hotlist of most frequently occurring data 

3 values usfes a concise samples technique. 

1 65. VThe method of claim 58 wherein said step of storing the at least one data 

2 value of interest of the first database in a hotlist of most frequently occurring data 

3 values uses a counting samples technique. 

1 68^ A computer system for value sampling a computer program having object 

2 cod^instructions whilet the object code instructions are executing without modifying the 
^ 3 computer program, comprising: 

4 a processor for executing the object code instructions of the computer program; 

5 and \ 

jrV 6 a memory for storing instructions that: 

- n 7 deliver interrupts at intervals during execution of the program, including 

Q 8 delivering a first interrupt; and \ 

ry 9 store at least one dataSvalue of interest in a first database in response to 

[s 10 at least a subset of the first interrupts \ 

1 67. The computer system of claftn 66 wherein said instructions that store 

2 further include instructions that: \ 

3 identify at least one issue block of instructions; 

4 interpret the instructions of the at least onte issue block; and 

5 store at least one data value of interest associated with at least one interpreted 

6 instruction. \ 

1 68. The computer system of claim 66, whereirksaid instructions that deliver 

2 interrupts interrupt a particular object code instruction as an interrupted instruction, the 

3 particular object code instruction being associated with a memory address; and 

4 wherein said instructions that store further include instructions that: 
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5 1 ^tore the memory address and the interrupted instruction; 

6 configure a second interrupt to be delivered after a predetermined 

7 number of instructions; and 

8 in response to the second interrupt, 

9 deactivate the second interrupt, and 

10 stVe the memory address and the at least one data value of 

1 1 interest for the associated instruction in the first database. 

1 69. A computer prbgram product for value sampling a computer program 

2 having object code instruction^ while the object code instructions are executing without 

3 modifying the computer program, the computer program product for use in conjunction 

4 with a computer system, the combuter program product comprising a computer 

5 readable storage medium and a computer program mechanism embedded therein, the 

6 computer program mechanism comprising: 

7 instructions that deliver interrupts at intervals during execution of the program, 

8 including delivering a first interrupt; 

9 instructions that, in response to at least a subset of the first interrupts, store at 
1 0 . least one data value of interest in a first database. 

1 70. The computer program product exclaim 69 wherein the intervals are 

2 random intervals. 

1 71 . The computer program product of c\a\n 69 wherein the instructions that 

2 store further include instructions that: 

3 identify at least one issue block of instructions; 

4 interpret the instructions of the at least one issue\block; and 

5 store at least one data value of interest associatedVith at least one interpreted 

6 instruction. 



1 72. The computer program product of claim 69 wherein the instructions that 

2 deliver interrupts interrupt a particular object code instruction as^an interrupted 
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instruction, the particular object code instruction being associated with a memory 
address; and \ 

wherein the instructions that store further include instructions that: 
store the memory address and the interrupted instruction; 
configure a second interrupt to be delivered after a predetermined 
number of instructions; and 

in response tosthe second interrupt, 

deactivate the second interrupt, and 

store the memory address and the at least one data value of 
interest for the associated instruction in the first database. 
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